


Bishop Fox named “Leader” in 2024 GigaOm Radar for Attack Surface Management. Read the Report ›
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Introducing Cosmos

Named Leader of the GigaOm Radar for the third year in a row!

Request A Demo









Cosmos Overview













Meet Cosmos: The continuous offensive security solution designed to provide proactive defense.













Cosmos Attack Surface Management













Get Cosmos Attack Surface Management (CASM) for unmatched visibility into your changing external attack surface with continuous discovery and mapping.










Cosmos Application Penetration Testing













Cosmos Application Penetration Testing (CAPT) strengthens the security of business-critical applications with in-depth assessments.










Cosmos External Penetration Testing













Cosmos External Penetration Testing (CEPT) builds on Cosmos Attack Surface Management to provide the highest level of attack surface protection with post-exploitation activities.












 









The Best Defense is a Great Offense

See Why We're the Leaders in Offensive Security

Explore Services









Application Security













Ensure your applications are secure and improve your DevSecOps practices.

	
Application Pen Testing

	
Hybrid App Assessment

	
Mobile App Assessment

	
View More










Red Team & Readiness













Get a holistic view of your ability to defend against a real-world attack.

	
Social Engineering

	
Incident Response Tabletop Exercise

	
Ransomware Readiness










IoT & Product Security













Validate interconnected devices and products are secure against attackers.










Cloud Security













Assess cloud security posture with expert testing and analysis of your environment.













Network Security













Get insight into how skilled adversaries could establish network access and put sensitive systems and data at risk.

	
External Pen Testing

	
Internal Pen Testing

	
Continuous Attack Surface Testing










Compliance, Regulations, & Frameworks













Satisfy governance, risk, and compliance programs with our testing services.










Assessments for Our Partners













We're proud to work with Google, Facebook, and Amazon to increase security in their partner ecosystems.

	
Cloud App Security Assessments (CASA)

	
Unqork Security Assessments

	
Meta Workplace Assessments

	
Amazon Alexa Assessments

	
ioXt Alliance Testing & Certification

	
View More












 









A Ponemon Institute Report

The State of Offensive Security

Get the blueprint. Insights into how mature security organizations invest in offensive strategies.

Get the Report









Resource Center













Discover new offensive security resources, ranging from reports and eBooks to slide decks from speaking gigs.

	
Webcasts

	
Reports

	
eBooks & Guides

	
Art & Science of Cyber Leadership Series

	
Cybersecurity Style Guide

	
View All










Bulletins & Advisories













Explore the latest security bulletins and advisories released by our team.

	
Exploit for Fortinet CVE-2022-42475
Latest


	
View All













Blog













Dive into our blog for insights and perspectives from our offensive security experts.

	
Industry

	
Technology










Bishop Fox Labs













Learn more about our research — and our commitment to openly sharing information.










Research & Tools













We are the innovators behind some of the most popular open source security tools. Check them out here!

	
Tool Talk Series

	
What The Vuln Series












 










 









Why Partner with Us?

Join Forces with the Leaders in Offensive Security

Independent Assessment by TAG Cyber

Get the Report









Partner Program Overview













Learn about our partner programs and see how we can work together to provide best-in-class security offerings.










Find a Partner













Check out our awesome ecosystem of trusted partners to find the right solution for your needs.













Become a Partner













Explore partnership opportunities and apply to join forces with Bishop Fox.










Assessments for Our Partners













We're proud to work with Google, Facebook, and Amazon to increase the security of their partner ecosystems.

	
Cloud Application Security Assessments

	
Mobile Application Security Assessment

	
Nest Assessments

	
Meta Workplace Assessments

	
Amazon Alexa Assessments












 









We're Hiring!

Want to Work with the Best Minds in Offensive Security?

Be part of an elite team and work on projects that have a real impact.

Explore Openings









Company Overview













Get to know us. Learn about our roots and see why we're on a mission to improve security for all.










Events













Join us at an upcoming event or peruse our speaking engagements, past and present.










Newsroom













Read the latest articles, announcements, and press releases from Bishop Fox.










Contact Us













Want to get in touch? We're ready to connect.













Career Opportunities













We're hiring! Explore our open positions and discover why the Fox Den is a great place to build your career.










Intern & Educational Programs













Starting your offensive security journey? Check out our internships and educational programs.











Bishop Fox Mexico













¡Celebramos! Bishop Fox is now in Mexico. Learn more about our expansion.
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Cybersecurity Style Guide


Download Style Guide
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How We Choose Our Terms

	
Advice on Technical Formatting

	
What to Expect in the Guide
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P





P2P (adj.)
Short for “peer-to-peer.” Pronounced as letters or the whole phrase. Spell out in public-facing documents.




Related:


B2B
 E2E
 torrent







PaaS (n.)
Platform as a service. Pronounced as the whole phrase or “pass.” Spell out on first use.




Related:


FaaS
 IaaS
 KMaaS
 NaaS
 SaaS







PABX
Private automatic branch exchange. An enterprise telephone switching system. Pronounced as “Pabb-ex.” Spell out on first use.






page hijacking (n.), page-hijacking (adj.)
Ex: a page-hijacking attack




pages (n.)
If it’s a specifically titled web page, capitalize as in “the Forgot Password page.”




Related:


homepage
 login page







page view (n.)



pain point (n.)
Corporate jargon; OK if used sparingly.






PAM (n.)
Privileged access management or privileged account management. Spell out on first use.




Related:


IAM







PAN, PANs (n.)
Primary account number or personal area network. Spell out on first use to clarify your intended meaning.




Related:


LAN
 MAN
 WAN







PAN truncation (n.)
A credit card number display that only shows the last 4 digits.



Ex: *********1234


Related:


PCI compliance
 PII







parameterized query (n.)
Also called a prepared statement.






parameters (n.)
If writing about a type of parameter, use the normal font. If it’s a named parameter, use the tech font, as in “siteCode parameter.”




Related:


callback
 fields
 HPP
 lookahead parameter







parse (v.), parser (n.)

Related:


compile







Pascal
A programming language.






passphrase (n.)

Related:


passwords







pass-the-hash attack (n.)



password mullet (n.)
The password creation pattern that starts with a capital letter and ends with a number or special character. Coined by Kyle Rankin.



Ex: Password1!


Related:


dictionary attack
 keyboard walk







password-protected (adj.)



passwords (n.)
Use the tech font for passwords.



Ex: letmein, 123456


Related:


alphanumeric
 brute-force
 crack
 credential
 dictionary attack
 hashed
 keyboard walk
 Keychain
 LastPass
 lockout policy
 one-time
 OpManager Decrypter
 passphrase
 PII
 pwdump
 Rockyou
 salt







password spraying (n.), password-spraying (adj.)
An attack in which one password is tried against many accounts. Also known as horizontal password brute-forcing.




Related:


brute-force
 dictionary attack







PASTA
Process for Attack Simulation and Threat Analysis. A risk-based threat methodology. Pronounced as “pasta.” Spell out or briefly define on first use.




Related:


CVSS
 DREAD
 high-severity
 threat







Pastebin
A text storage site.




Related:


file share







pastebin (v. or n.)
This either refers to any text storage site or to the act of publishing something (like credit card numbers) anonymously on the internet, not necessarily on Pastebin. The verb is informal.






patch (n. or v.)
An update to existing software that adds or enhances features, fixes bugs, or both.




Related:


hotfix
 lifecycle management
 roll back
 up-to-date
 version numbers







patch cycle (n.)

Related:


SDLC







PATCH request (n.)

Related:


request







path traversal (n.)
Also known as directory traversal.






Patreon
A website where subscribers set up recurring payments to specific creators in exchange for perks.




Related:


crowdfund
 Discord
 Indiegogo
 Kickstarter
 podcasts







PAX
Penny Arcade Expo. A series of gaming conventions. Pronounced as “packs.”




Related:


fandom
 video games







payload (n.)

Related:


exploit
 malicious code
 malware
 trigger







PayPal
A mobile payment service.




Related:


Square Cash
 Venmo







paywall (n. or v.)
Avoid using this as a verb in formal writing. Try “blocked by a paywall” or “required a login” instead.






PBKDF (n.)
Password-based key derivation function. Generally used interchangeably with cryptographic hash functions, although there are technical distinctions. Do not spell out.



Ex: PBKDF2


Related:


Balloon
 bcrypt
 cryptography
 key derivation function
 scrypt







PC, PCs (n.)
Personal computer. Can refer to any laptop or specifically a machine that runs Windows. Avoid using in formal writing; instead specify the operating system, as in a Windows machine.






PCB, PCBs (n.)
Printed circuit board. Spell out on first use.






PCI
Short for the Payment Card Industry or Peripheral Component Interconnect. Spell out on first use to clarify your intended meaning.




Related:


ASV
 cardholder
 QSA







PCI compliance (n.)

Related:


cardholder
 compensating control
 finance
 GLBA compliance
 PAN truncation
 PCI DSS







PCI DSS
Payment Card Industry Data Security Standard(s). Spell out on first use.




Related:


compliance framework
 PAN truncation
 PIN







PCIe
Peripheral Component Interconnect Express. A serial expansion bus standard. Briefly explain on first use in public-facing documents.






PCRE
Perl Compatible Regular Expressions. A free library. Spell out on first use.






PDB, .pdb file
Program database file.




Related:


file extensions







PDF, .pdf file

Related:


file extensions
 media
 OCR







PDQ Deploy
A patch management tool.






PEBKAC
“Problem exists between keyboard and chair.” User error. Pronounced as “peb-cack.” Informal.




Related:


message board
 web forum







peer-to-peer (P2P) (adj.)

Related:


B2B
 E2E







penetration testing, pen testing (n.)
Security testing in which evaluators mimic real-world attacks to identify ways to circumvent the security features of an application, system, or network. Penetration testers look for chains of vulnerabilities that can be used together to gain more privileged or overall access. Often informally shortened to pen testing or pentesting.




Related:


APT
 EPT
 bug bounty
 red team







percussive maintenance (n.)
Fixing things by hitting them. Informal.






peripheral (n.)
An auxiliary device, a piece of equipment, or an accessory.




Related:


IIoT
 Internet of Things
 mobile device







Perl
A programming language.






permissions (n.)
If writing about a type of permission, use the normal font. If naming a specific permission, use the tech font, as in ”SET_ALARM permissions.”




Related:


fields
 read access
 read-only
 read/write
 write access







PERSEC
Personal security. Used in military contexts. Spell out in public-facing documents.




Related:


infosec
 OPSEC







persistence (n.), persistent (adj.)
Persistent access means an attacker continues to access a system or application over a long period of time.




Related:


session fixation
 shell
 sticky cookie







petabyte (PB) (n.)
1,000 terabytes.




Related:


byte
 units of measurement







Petya
A ransomware attack that hit in June 2017.




Related:


NotPetya







pfSense
An open source firewall.






PGP
Pretty Good Privacy. An encryption program. Do not spell out.




Related:


GPG







phase (n.), Phase 1
If writing about phases generically, lowercase. If dividing a project into sections, capitalize individual phases, as in Phase 2.




Related:


numbers







PHI (n.)
Protected health information. Pronounced as letters. Spell out on first use.




Related:


ePHI
 healthcare
 HIPAA
 PHR
 PII







phishing (n.)
Also known as email phishing.




Related:


BEC
 credential
 email
 junk mail
 mailbomb
 mirror
 smishing
 social engineering
 spam
 spear-phishing
 spoof
 typosquatting
 URL shortener
 vishing







photobomb (n. or v.)



Photoshop
An Adobe graphics editor.






photoshop (v.), photoshopped (adj.)

Related:


deepfake







PHP
Short for PHP: Hypertext Preprocessor. Do not spell out.






PHP magic method (n.)
A PHP method that can be used to change the language’s behavior.



Ex: __construct, __get, __set




PHR, PHRs (n.)
Personal health record. Spoken out loud as the whole phrase. Spell out on first use.




Related:


healthcare
 HIPAA
 PHI
 PII







phreak, phreaker, phreaking (n.)
Informal.



Ex: phone phreak


Related:


hack
 hacker
 social engineering
 war-dialing







physical pen testing (n.)

Related:


infiltrate
 LAN Turtle
 lock picking
 on-premises
 OSINT
 Pwn Plug
 RFID card
 social engineering
 tailgating
 tamper-evident control
 Tastic RFID Thief







pickle
A Python serialization and deserialization module. It is not secure. A Python object hierarchy may be pickled and unpickled. The output of the pickle module may be called a pickle, styled in normal font.






pickled (adj.), pickling (n.)
Describes a Python object hierarchy that has been converted into a byte stream using the pickle function.




Related:


unpickling







PID, PIDs (n.)
Process identifier or persistent identifier. Pronounced as letters or “pid.” Spell out on first use.






PII (n.)
Personally identifiable information. Pronounced as letters. Spell out on first use.



Ex: full name, DOB, home address, phone number, email address


Related:


birth date
 DOB
 FERPA
 fullz
 PAN truncation
 passwords
 PHI
 PHR
 PIN
 SSN
 username







PIN, PINs (n.)
Personal identification number. “PIN number” is redundant. Pronounced as “pin.” Do not spell out.




Related:


ATM
 PCI DSS
 PII
 SSN







ping (v., n., or adj.)
To initiate contact and wait for a response. Sometimes specifically refers to using the ping utility. Use the tech font when referring to the utility itself.




Related:


echo request
 time out







piracy (n.)
Also called software piracy.




Related:


The Pirate Bay
 Silk Road







pirate (n. or v.), pirated (adj.)
Informal.




Related:


torrent







The Pirate Bay (TPB)

Related:


torrent







pivot point (n.)
A foothold that an attacker can use to gain further access into a system. The point at which an attack switches between horizontal and vertical privilege escalation strategies.




Related:


elevation of privileges
 privesc







Piwik
An open source analytics program that has been renamed Matomo.






pixel (px) (n.)
When describing the dimensions of an image, list width then height with an “x” between, as in 1000x1000-pixel image. Put a space between the number and unit. No commas.




Related:


grayscale
 numbers
 ratios
 units of measurement







PKI (n.)
Public key infrastructure. Spell out on first use.




Related:


certificate
 Diffie-Hellman key exchange
 encryption
 keysigning party







plain text (n.)
Text that is unformatted (i.e., not rich text).




Related:


rich text







plaintext (n.)
Can refer to unencrypted text (like cleartext) or the input to a cryptographic system. In our reports, it is not a synonym with cleartext. Define briefly on first use to clarify your intended meaning.




Related:


alphanumeric
 cleartext vs. plaintext
 CPA
 flat file







playbook (n.)

Related:


methodology







playlist (n.)

Related:


media







PlayStation

Related:


PS2
 video games







PLD (n.)
Short for payload. Informal. Spell out on first use.






PL/SQL
A programming language used by Oracle.






plug in (v.)



plugin (n.)
Also called an add-on or extension. Use the normal font, as in “the LastPass Chrome plugin.”






p.m.
Put a space after the number, as in 2 p.m. PST. Include the time zone if referring to a testing window or specific event. Avoid using military (24-hour) time unless relevant to the context.




Related:


dates







PO, POs (n.)
Purchase order. Corporate jargon. Spell out on first use.






PoC, PoCs (n.)
Could refer to a “proof of concept,” a “point of contact” within the client company, or a person of color. Pronounced as letters, the phrase, or “pock.” Spell out on first use to clarify your meaning.




Related:


proof of concept
 T-POC







podcasts (n.)
Capitalize podcast names and use the normal font, as in Security Weekly.




Related:


media
 Patreon
 titles of published works







PoE (n.)
Power over Ethernet. Spell out on first use.






POODLE
Padding Oracle on Downgraded Legacy Encryption. A Man-in-the-Middle attack. Do not spell out.




Related:


SSL







POP (n.), POP3
Procedure-oriented programming, point of presence, point of purchase, or Post Office Protocol. Spell out on first use to clarify your intended meaning.




Related:


brick-and-mortar







pop up (v.), pop-up (adj. or n.)

Related:


alert box







Pornhub

Related:


deepfake
 RedTube
 Rule 34







port (n.)
Use this term in formal writing, but “jack” is fine elsewhere.



Ex: USB port




Portal, Portal 2
Video games in which the main character, Chell, uses a portal-shooting gun to bypass obstacles and enemies.




Related:


Aperture Science
 GLaDOS







portal (n.)
An entranceway, such as an employee login page.




Related:


gateway
 remote access
 website







port numbers
Write without commas in the normal font (port 3389) unless it appears at the end of an IP address (54.243.128.77:3389).




Related:


IP addresses
 numbers







port scan (n.)



post (v. or n.)

Related:


blog
 upload







post-apocalyptic (adj.)

Related:


the Doomsday Clock
 gray goo
 science fiction
 Skynet







post-exploitation (adj. or n.)
Any actions an attacker takes in a system after it is compromised. For example, a pen tester may search for data and configurations to determine the ultimate impact of an exploit.






Postgres or PostgreSQL
A type of database.




Related:


programming language
 SQL







POST request (n.)

Related:


request
 session fixation







PowerBook

Related:


Apple







power cycle (v.)
Turn it off and on again.




Related:


data center
 IT
 restart







PowerPoint

Related:


outbrief
 slideshow







PowerShell

Related:


command line
 .NET Framework
 Terminal







power user (n.)
A user with advanced knowledge of a particular software.






preflight (n.)
In CORS, the browser sends an OPTIONS request before the actual request to check that the server’s response headers allow the user-agent to send the request. The request is dropped if the server response does not allow the request.






preimage (n.)
An algorithm input.



Ex: cryptographic preimage attacks




prepared statement (n.)
Also called a parameterized query.






preset (v., n., or adj.)

Related:


default







pre-signed (adj.)
Describes an AWS S3 URL that contains authorization for accessing the data in the URL itself. To avoid redundancy, do not use to describe other resources that have been signed.



Ex: pre-signed URL


Related:


S3
 signature







pretexting (n.)

Related:


cold-call
 social engineering







Pretty Theft
A BeEF phishing module.






primitive (n.)
Cryptographic primitives are basic algorithms used to build cryptographic systems.




Related:


cipher







principle of least privilege (n.)
The concept that users should have only the permissions necessary for their role in a system, not more.




Related:


authorization
 mass assignment
 need-to-know
 security through obscurity







print out (v.), printout (n.)



prioritize (v.)
This can mean to rank vulnerabilities by severity level in an environment.






privacy protection (n.)

Related:


FOIA







privesc or privilege escalation (n.)
A common strategy for attackers: start as a low-privilege user and find flaws in permissions to gain admin credentials.




Related:


elevation of privileges
 pivot point







-privilege, privileged (adj.)
When describing a user’s level of privilege, we prefer to use a hyphen, as in a high-privilege user rather than “a highly privileged user.”



Ex: a low-privilege user, a privileged user




PRNG, PRNGs (n.)
Pseudo-random number generator. (Pseudo refers to the fact that computers cannot make true random numbers; it is not a judgment about their RNG security or quality.) Pronounced as letters. Spell out or briefly define on first use.




Related:


CSPRNG
 RNG
 seed







ProcDump
An application monitoring tool used during security assessments.




Related:


CLI
 dump
 hang
 Microsoft







Procmon.exe
A Windows monitoring tool. The application is named Process Monitor but is often shortened to Procmon.






prod (n. or adj.)
A system in production, as opposed to a system in development (dev). Informal.






program (n. or v.)

Related:


app vs. application
 code
 software







programming language (n.)
There are many subcategories, such as compiled vs. interpreted languages, high-level vs. low-level languages, and domain-specific vs. general purpose languages. Scripting languages are programming languages, but markup languages are not.




Related:


AWK
 BASIC
 Brainfuck
 C♯
 C++
 code
 Codecademy
 Fortran
 Golang
 GraphQL
 Groovy
 JavaScript
 Julia
 LISP
 Malbolge
 Objective-C
 Pascal
 Perl
 PHP
 PL/SQL
 Python
 R
 Ruby
 Rust
 Scala
 Smalltalk
 VB.NET
 VBScript







programming logic
Write coding syntax and commands in tech font to distinguish them outside of code snippets.



Ex: if statement, for loop, exit() function


Related:


Boolean operator
 code
 for loop
 IFTTT
 Markov chain
 matrix
 NAND gate
 truthiness
 XOR







proof of concept (n.), proof-of-concept (adj.) (PoC)
Ex: The team created a proof of concept. It was a proof-of-concept payload.




protocol (n.)
How computers talk to each other.




Related:


BGP
 EIGRP
 four-way handshake
 FTP
 HTTP
 IANA
 ICMP
 IP
 IPP
 Kerberos
 LDAP
 LLMNR
 NBNS
 NTLM
 OAuth
 OpenID
 POP
 QUIC
 RDP
 RFB
 RTMFP
 SCP
 SFTP
 SIP
 SMTP
 SNMP
 SOAP
 SOCKS
 SSH
 SSL/TLS
 stateful
 stateless
 STP
 TCP/IP
 Telnet
 TKIP
 UDP
 UDS
 VoIP
 WEP







ProtonMail

Related:


email







provision (v.)
Ex: “to provision one cluster on each account”




proxy, proxying (v. or n.)
To move data through an intermediary server. Proxy can refer to the intermediary or the act of moving the data.






PS2, PS3, PS4
PlayStation consoles.




Related:


video games







PSK, PSKs (n.)
Pre-shared key. Spell out on first use.






PSR, PSRs (n.)
PHP Standards Recommendation. A PHP specification. Recommendation items are numbered beginning with PSR-0. Spell out on first use to avoid confusion with the Bishop Fox product security review service line.






public address space (n.)

Related:


IP addresses







public-facing (adj.)

Related:


EPT
 exposed
 third party







public key, public key encryption (n.)
A public key is a type of cryptographic key that has a matching private key.




Related:


key pair







publicly known (adj.)

Related:


CVE
 zero-day







punctuation

Related:


!
 @
 #
 *
 /
 \
 '
 angle bracket
 characters
 e.g.
 i.e.
 keyboard keys
 metacharacter
 wildcard







purple team (n. or v.)
A security testing approach that combines aspects of red teaming and blue teaming.




Related:


blue team
 red team







purpose-built (adj.)



PUT request (n.)

Related:


request







PuTTY
A Windows SSH and Telnet client. Pronounced like “putty.”






pwdump
A Windows tool for retrieving LM and NTLM hashes in an Active Directory environment.




Related:


dump
 passwords







pwn (v. or n.)
To defeat, to own. Pwn rhymes with own. Informal when used by itself, but often appears within names of security tools.






The Pwnie Awards
An annual awards ceremony for hackers that takes place during Black Hat. Pwnie is pronounced as “pony.”






Pwn Plug
A tool used in physical assessments that looks like a power adapter.




Related:


on site
 physical pen testing







Python
A programming language that encourages Monty Python references in tool names.




Related:


script
 spam
 traceback
 unpickling
 WSGI
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